
School Safety  
On -campus and On -line  
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Housekeeping  

ÅThis presentation is for adults only! 

ÅPlease take breaks as needed 

ÅConfidentiality 

ÅYou will hear offensive language 

ÅYou will see graphic material 

ÅWe will see the raw Internet 



Objectives  

Educators: 
ÅIntel Gathering 

ÅHacking 

ÅYour Security 

ÅCheating Tech 

ÅBullying Mediation 

ÅCharacter Assassination 

ÅEvidence Collection 

ÅReporting Mechanism 

ÅSearching Cell Phones and 
Computers 

 

 

Students: 
ÅNew Bullying Trends 

ÅSocial Norms 

ÅAt Risk Sites 

ÅSexting 

ÅShaming 

ÅConcealment Devices / 
APPS 

ÅSocial Media 

ÅSchool Trends  

 

 



Media Influences  
Our Generation  



Media  Influences ð now  

//localhost/Users/safedivision/Desktop/Q's Stuff/MOV Files/Jersey Shore - Snooki vs Angelina (Full CatFight).mov


The New Social Norm  



Social Networks  

 



Social Media  



Check Yourself  



facebook   



 

 

internet exhibitionism  
Why?  



What are your students endorsing?  

You condone what you ignore  



Facebook (Top Ten)   



Top Ten Lists / Burn Books  



Sexting  

http://www.bilerico.com/2010/01/sexting.jpg


Misuse of Digital content  



Sexting  

ñThe Brokerò 



Technology  

 



Tech and Cheating  



Photoshop  



Cyber Attacks  



Stealing your passwords  



You are a star  



Addiction to Gaming  
Are your kids addicted? 



Anime  



Anime Violence  



Wi-Fi Warnings!  
Do you lock down your Wi-Fi? 



Phishing for Passwords  

Has this happened to you? 



The Flash Mob  
ÅA large group of people mobilized by social media 

to meet in a public place for the purpose of doing 
an unusual, entertaining, and often illegal activity.  
 

Åάaƻō aŜƴǘŀƭƛǘȅέ ƛǎ ŀōƻǳǘ ƳƻǊŜ ǘƘŀƴ Ƨǳǎǘ ŎǊƻǿŘǎ 
which have gotten out of control. The field of 
psychology is very interested in the ways in which 
human behavior change in response to new social 
situations. People behave very differently in small 
groups of individuals than they do in big crowds, 
for example, and their behavior in crowds is 
affected by a wide variety of factors. 

http://www.wisegeek.com/what-is-psychology.htm


The Flash Mob continued  

Ways to mobilize: 
 

    



On -line Security  

ÅDƻƻƎƭŜ κ .ƛƴƎ Ƙŀǎ ŀ ŘŜŦŀǳƭǘ άǎŀŦŜέ ǎŜŀǊŎƘ 

 

ÅCan be changed to no restrictions 

 

ÅWill display adult content material 

 

ÅYou can lock the preferences using your Gmail 
email. 



Check the Apps  

//localhost/Users/safedivision/Desktop/Q's Stuff/MOV Files/How to hide important files on any android_.mov


Get the Apps  



On -line Footprint  

ÅThe top areas of concern found on social networking sites 
include: 

ÅInformation about alcohol or drug use (41% of managers 
said this was a top concern)  

ÅInappropriate photos or information posted on a candidate's 
page (40%)  

ÅPoor communication skills (29%)  

ÅBad-mouthing of former employers or fellow employees 
(28%)  

ÅInaccurate qualifications (27%)  

ÅUnprofessional screen names (22%)  

ÅNotes showing links to criminal behavior (21%)  

ÅConfidential information about past employers (19%)  

 



New Bullying 
Trends  

 



Internet Trolls  



The Power of Anonymity  



Spoofing  
E-mails, Text Messaging, and Phone Calls 



Exploitation Websites  

4chan.org 
 

AnonIB.com 

 

gfrevenge.com 

 

YouGotPosted.Com 

http://www.4chan.org
http://www.4chan.org
http://www.4chan.org
http://www.anonib.com
http://www.isanyoneup.com
http://www.isanyoneup.com
http://www.gfrevenge.com/main.htm
http://yougotposted.com/


Warning  

The next few 
slides are 
extremely 

graphic  



4chan.org  



Bullying Trends  

CumShopping  



Bullying Trends  

X-raying photos 



Bullying Trends  

άI/έ ƘŀǊŘŎƻǊƛƴƎ 



Bullying Trends  

Faking 



Bullying Trends  

Bubbling 



Bullying Trends  

Pregging 



Hacking Photobuckets  

Fotofucket Phatware 



Bieber  Cutters   



Character Assassination  

http://www.ratemycop.com/
http://www.ratemyteachers.com/


Finding Proof  

 



Best Evidence  

EXIF Data 



Those sneaky teens  



Computer Searches  

ÅStart menu 

ÅSearch 

ÅFor Files or Folders 

ÅUse * for unknown 
file name 

 

Å*.jpg 

Å*.jpeg 

Å*.avi 

Å*.mov 

Å*.png 

Å*.flv 

Å*.doc 

Å*.docx 



Popular passwords for teens  

Å 12345  
Å 54321  
Å 1212  
Å 5555  
Å Password  
Å Abc123  
Å Qwerty  
Å Princess  
Å *their name and last two digits of birth year  
Å Letmein  
Å Monkey  
Å *pet names  
Å Pswd 
Å Babygirl  
Å *patterns on numerical pad i.e. Z or N or O  
Å Last 4 of their social security number  
Å Graduating year from high school  
Å Name of boyfriend or girlfriend  
Å Name of their favorite band or sports team  

Å 69 
Å 6969  
Å Fuck 

 



Coded Communication  

C:/Users/Quyen Vuong/Desktop/Presentations/Teens, Social Media and Technology/Coded Message.docx


Empower your studentsõ parents 

Now works with 
any Android or 
Blackberry device  

Keystroke Loggers 

Monitoring Software 
Works with Android and Blackberry 



Hiding Pictures/Videos/Music in 
Pictures  
 

²ƘŀǘΩǎ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ƛƴ ǘƘŜǎŜ ǘǿƻ handsome men? 



Reducing Liability  

 



Document, Document, Document  



Shifting Liability  



Document cyber bullying  

ÅTake a picture of the screen print out. 

ÅTake video of the posted video. 

ÅNote the date, time, site of the posting. 

ÅRemember, these messages, fake accounts, and 
images often are removed quickly after the harm 
is completed. 

ÅSave all text messages, emails, voicemail 
messages.  Do not delete from your device. 

ÅTell the bully only once that you do not want any 
contact from that person and you deem the 
ƳŀǘŜǊƛŀƭ άƘŀǊŀǎǎƛƴƎέ ƻǊ άǘƘǊŜŀǘŜƴƛƴƎέ 



A Team Effort  
hǳǊ ǾƛŎǘƛƳ ŎŀƴΩǘ Řƻ ǘƘƛǎ ŀƭƻƴŜ 

School 
Resource 

Officer  

Assistant 
Principal / 

Administrators  

Teachers  / 
School Staff  

Parents  



Could we have done more?  



Team Effort  

Teacher 

Assistant 
Principal 

School 
Psychologist 

School 
Counselor 

School 
Police/SRO 

SMART 
Team 

District 
Attorney 

Mental 
Health 

Campus 
Supervisor 



Sandy Hook ð Can we predict or 
prevent  



Sandy Hook ð Can we predict or 
prevent  

Presentation Media/RUN. HIDE. FIGHT. Surviving an Active Shooter Event - Englis.mp4


Studentsõ perception about 
reporting  



What to report: 
ωBullying (If you are bullied or see others that are 
being bullied 

ωAbuse (Physical, Sexual, Emotional) 

ωSuspicious Behavior (Plans for violence) 

ωDrug sales / Drug use 

ωVandalism  

ωThefts / Crimes 

ωFight and Pre-fight notifications 

ωWelfare Checks  

Text ð A - Tip  



Civility Letter  

Civ il it y Ag r eemen t  
)

)

2)

Issue)#:)[Date]) Dolor)Sit)Amet)

) Civ il it y Ag r eemen t  
By)signing)below,)you)are)simply)stating)that)you)understand)the)laws)listed)on)
the)front)page)and)you)desire)to)be)civil)with)the)other)party.)))You)are)not)
required)to)sign)this)agreement)and)will)not)be)disciplined)in)any)manner)for)
not)signing.))You)will)also)be)provided)a)copy)of)this)document.)

Studentȭs)printed)name)/ )signature)

Studentȭs)printed)name)/ )signature)

Witnessȭ)printed)name)/ )signature)

Witnessȭ)printed)name)/ )signature)

Date)/ )Time)

Date)/ )Time)

Date)/ )Time)

Date)/ )Time)

Additional)requests)or)comments:)
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________)

//localhost/Users/safedivision/Desktop/Q's Stuff/civility agreement form 2.docx


Tools to consider  

Presentation Media/MVHS Emergency Procedures.jpg
Presentation Media/civility agreement form 2.pdf
Presentation Media/text-a-tip poster MVHS v7.jpg


Sergeant Quyen Vuong  
vuongqt@ocsd.org  

 

Sergeant Nancy Wilkey  
nwilkey@ocsd.org  

 

Deputy Lance Christensen  
lchristensen@ocsd.org  

 

Orange County Sheriffõs Department 


